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[bookmark: _GoBack]JOB ANNOUNCEMENT
Security Engineer III
Location:  Rancho Cordova, CA  
Posted:  5/10/2016
Summary:
The Senior Enterprise Security Engineer is a senior level position responsible for ensuring the corporate sensitive information, systems LAN, WAN, Internet and data are protected according to organization’s information security policies, procedures and standards.

Description:
The Senior Enterprise Security Engineer is responsible for assisting in the establishment, development, design, recommendation and implementation of a security framework that encompasses mainframe, distributed systems,  Cloud, network, web applications for current and new systems. This position also works with multiple teams in the organization spread across Systems Development, Operations, Office of compliance, Vendor partners and affiliate security representatives to coordinate and/or lead security architecture activities across the enterprise.  
 
They will evaluate new security alerts, threats and vulnerabilities, and will lead staff in remediation efforts and will act as incident leader as required and as appropriate. They must also be willing to respond promptly to security problems reported to Information Security organization.
Job requirements:
· Five plus years of experience with Intrusion Detection and/or prevention systems. Experience with wireless security mechanisms and technologies
· College Degree in Computer Science, Engineering, related field or equivalent experience. CISSP, CCNA certifications are preferred
· Seven plus years minimum experience, including at least five years as a Senior level security member of a large organization managing and/or designing large scale security architecture
· Required skills in network analysis, L2/L3 firewalls, routing, switching, IDS/IPS, Layer7 Web Application Firewalls (WAF) (F ASM), Spyware/Malware, IPsec, SSL, and web application scanning tools (WebInspect, AppScan) 
· Previous experience in Web development, web proxy and familiarity with OWASP frame work desired
· Understanding of security principles in a large organization is required
· Experienced in the development and implementation of security policies is required
· Very experienced in network security, demonstrated knowledge of application layer security API*s and protocols such as SSL, Kerberos
· Demonstrated knowledge of firewalls, routing, switching, IDS/IPS authentication and authorization systems
· Strong verbal and written communication skills, with the ability to prepare various forms of reports, correspondence and presentations
· Able to work in a fast-paced, high-pressure environment and lead junior staff as required
· Knowledge of HIPAA privacy rules and regulations
You can apply at www.deltadentalins.com, or by emailing your resume to ranchohr@delta.org   
Or send your resume to:   
Recruitment and Selection, Delta Dental of California, 11155 International Drive, Rancho Cordova, CA  95670
Please use IRC47898 as your subject line.

MINORITIES ARE ENCOURAGED TO APPLY – EOE/AA
In connection with your application for employment with Delta Dental of California and its’ related companies, please note that any offer of employment made to any applicant will be contingent upon the satisfactory results of a background check.  Such background check may include, but is not limited to, an investigation of credit worthiness, a check of references, employment and education verification, a check of criminal records and/or any other investigations as permitted by law.
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